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() AsrunnsiUABuLUaIaz MsBNIANSARNY (Password) Weglduaneen
WIBNUINAUTLS vienEnnTldanuy
(o) fvusdedldnuniesiagldnudosisiiy
(o) desousHaE (Password) Faaslifugldanushedsnsiivasnds wanideanis
THyanaduvzensdsaavmnedidnnseiind (E-Mail) Alsifinstlestilunisdesiasiu (Password)
(@) fvuabigldnuneugudunislasusianiu (Password)
(@) fwunswuesaisenlildnuldsianinu (Password) Aananaldliiifu o ads
(o) imualigldnulituiinuieiusdaniy (Password) Vilussuupeufiames
Tuguuuuitlailsdestunsdnds
19 olb. fauaszuu fesuimsdansniadiddoyanuussanduaudu Tumsaiuaunis
dhistoyausarUssnntumnuduisnmadnddnensuarnisdifisiuszuva sufdimehans
oyausazUszniuaudy Sdielud

(o) Hpuaszuusosimuatuaudurestaya ASUURlunsTaAvtaya wazds

UFURlunImuaunsdidadoy audazUssiand uanuduianisidndalaensawaznisdidaniou
seUuNu BN sThaedeyausazyssntuamdumndeyaiinnudy

(b) Wwostoyaazdesdnisnumuaumuzanvesdns lunadrdsdoyaves
Alduegsleslas o asuitelriulalananisng q Alismadinnumanyay

() §RuaszuumuauMadidedoyauiazssanduanuduianindidedoya
Tagnsanagm i feruszua fauassuusiosnmunedordliau (User Account) wagsvianiu
(Password) tieldlunsmsiaaeunuateesdldudeyalunsiasfunudutons

(@) MsfvdslayadAtyrinussuuiasevigas1say fedlasunisidnsvia (Encryption)
Afusmsgiuanna léua VPN

(&) TmsfusliiuAsusiasiunuszognaniinmusvesssiuauddyesdoya
muiiszyliluenans “mslemsiasiugldnu”

(0) fmuansmMssnvinnuiuasasassvesdoyalunsdiithdunindesnuen
e 1wy s ssagedliduiunsdisesuarauteyaiifvegludetufindeu Wudu

() LYReUBYaRBEINTATIER AT ALYV IuNSI U TayaTa R LYY
seetiosday o aSufieliiulaldinansang o Aldlismadinnumnzan

&)
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) mﬂﬁmimzﬁ’mmﬁmﬁ@%mm%;ﬂ%’ (Username) wagsian1u (Password)
vosyanalayanatiy deadudsuinvousonisnssrianufindumunguanessdeudetadud
Aendios

U9 @a. izUUﬂ’]ua’liauLwﬂWNQiﬁaﬁL%aﬂaﬁu (Business Information Systems) Tt
MNURNTUUTR AN 9 asuaiunsaondy wazgaseusin o neudadulalddoya
srufuluszuunu vieszuumaluladasaumafiazidenloadrsoiu 19y seninslsameuiagnos
vidomhsnuiinvelgenles

() fvuaulyvneuazaasmaiionua Jesiu waziimsdanisnslideya

UMY

(o) HA1sanIiavseliougmnmadintiadeyadiuyana

(o) Frsaninsiyaannslatieiifiaviuieldsueygelid i

(@ fonsaniFesmsamedougldnu

(&) ioygalsiinisldsndoyaddyviedeyaduianiulunsdifissuulaifinnsns
Joafudifiesme

Fuil e MsivuavtihiinnusuRinveuvesildery (User Responsibilities)
f9 . milfnusiariu fdnuioc fin fi

(o) Gl uiivihittumsteaiu qua Snundeyataiiedldnu (Usemame) uay
sviasinu (Password) Taegldnuudazausesitnierlinu (Usemame) vos
puies shldausugdu sauseiayiininseund wandne ligBudned
a1 (Password)
(o) fvuasviaRuUsENoUMEfnyshitoonin < fshws Jeipsszneuse
$tav (Numerical Character) $9nwus (Alphabet) haz@dnusiiey (Special
Character)
(o) iEnABeNsResHaRuTlag uuuguTlannsalding 1wy Sevdeuuana
YDINULDIMTONTATUA LUNAUIYNTY
(@) Bildsviariudmynnadmiunslduiindoyasoufuynnaduriuesete
AOUNIABS
(@ Wldlusunsumauiiumasyiglunisdnsvaniudiuunnadnludd (Save
Password) dmiuiAsesaeufiunesdiuyanaiiflinunsounsedey
(o) siamFeduiinsarudruyanalfluaniui Ndedensdunaiivuesyanady
(o) FvunsviaruEuaulsUldanlensenisinn uazmsdmousariy
Tituildanudesdulusgrsaende

(@) gliudpaudgusianiu (Password) LAy eco Tunsennasani
nsudueulilUReusaRY

(]

i o QUATUS beos NumalulaBansaumatarnoufiumes ngunuUsziugunw grsAmansuazasaunanIInIsung lsameuiagnes



a g

19 o&. N3NNI uldiudeyanidunnudu ldnussdesufuifinussideunis
FAWIAUFUNNIIINIT WA, beee bazdadldIin15id15%a (Encryption) fiunzauuaziiu
UINTFIUAINA

18 eb. M3nszsila 9 MAnanmslHTyTvesldsm (Userame) sufingnaneimuels
Huaufia ldhmanssiduasinangldaunielsifinm Tidedndumiusuiiasoudiuyana s
fldnuasdosiuinvousonuinfiindues

U ¢ A

19 oo, {LURRWINNITRZIUAIAUNNATINBUN LA UNTNINTBTEULAITAWNAVDY

5
N8 LLazmﬂmsﬂqaﬁﬁmuﬁuﬁﬂfgm LideziensfariiudenifieiinananuRanaiale
7 ArgldeuseauddliiauassuunsuiuilasfiRmuuums fil
(o) PRuURDSYNUTAN NadBsszuuUfoRnstenhmsiiguifnuynads
(o) Mildnuszuurenfiunosdulueietnagdeshmsfigadiaunnaia
(o) MsldanuBumesiin (intemet) daavinsiigauiianu uazdedinistuiin
Yoyadsanansausuondmyanagldals
(@ dlefldeiliogiiedosnaufiuneiioshmsdenutinennada wasonihns
figatmmuieunsldaunnads
(@) flFnudosianainutihne (Screen Saven) vismnlildldiuiuna oo
Wi wazspdldsiianu (Password) igndesdsazanunsaidavtiaele
1o oc. fldeudemssninuazseinssfadanisldoudeya luirdeyatuasduves
lssmeuiagnes vieiludayavesypranisuen
19 ow. tna15idunuduns eflisefumudify Seiuioanainias esfiud (Printer)
naonaudeyaiiiduanudulusudidansednd fldnudesufualiiduluausadoudiin
WIBNTFUUATINNNIENITINBIAMUAUVBINNNTIVNS Hail
() Smnangionansiiunnudunientsedunrmddygslisamn
(o) Farfunazimunisnistosiuiifianudasadoetiiome
(o) Mateung WasLLUas vhan videvhane esld¥usyginainiauii
viheny viiegnduives
() aT1vdeuANgnAasvaenasneuiluldnu
(@ vhansenarsiidunnudu wiedseduainud ”@gaLﬁawmmﬂaﬂmﬁﬂLﬁuiuﬂws
a1
10 bo. JldnuiiduiulunmsguainuilasSuiinyeusetoyaredlsmetuiagnes uazdoya
yesFuuinns maianmsgayme Taethluldlumsiiin msweunslaglildsueynn dldnusosd
dusulumssuiinveusonnudemedudig
10 ba. flinudostesiu gua fnuliTsanudu mnugniies uazaumiesldvestoya
naonuenans detuiindeyaneufiames viemsaumasig q Mdssonisididaodddaisians
1o . {lTnuianslnsveussuiazifivinu 19w uagdosiutoyadiuyanania

&
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Wiuaums Tsameunagvesaslinsativayuuazinswiedniduyana uazlioygaliyananis
yaealavnmsazdindedsyadiuyanalagildsuougnangldnuiinsouasestayaiu sniuly
nsdifilssmenunagnesdosntsnnaeudoya nienaindeyatuistestulsmeniagnes 3
Tssnguagnes oraudshsligvminiinmaaey vhmsnsaaoutoyamdniuldnasnian Tngl
Aoulildumsu

U8 . MuUanToldau (Run) WWsunsudssan Peer-to-Peer (nungiis 35n13dnLATeng
oufiamosuuunils ifmuslviauinnesluederienniaieuniioutuniowindoniu ey
Tusaziadesailsunsundefuiiudeyaiivliios nsdanuuidvinlianunsalilusunsunie
uiladoyavesmeufinmedindodlafld unufivedoddaniaiasuinisuily (File Server) i) ude
TUsunsuiifimnuidsslussiudentu wu Jnnedisud (BitTorrent) 30 Sya (Emule) Wudy uus
awlasuaygInaNinivyILa

1o e, ulavFeltan (Run) lusunsuesulainnuszian ieanutiufia 1wy nsgwils
Hawas 1ny Wudu TusswirananufuiRssns

{0 be. TaldFunsndvesmisenu fdawsenli ionsmeuns deya doru suam wie
dsdule Nldnuazdarefasssn Anuiunwesseme ngyng viensgnusenisiaves
lsangunagnes

fo oo, Fuldaunsndvemirenu wen1ssuniu AeliiAnanudeme nieldlunis
Tasnssudioya videdsdulasulunsinsengmnsuariasssy vidensenusensfvedsmeuia
aneq

fo tow. WaltAuninduaslsaneruiages iileussloviimaenisd

19 . RNIUATEVINITIA 9 Lﬁamié’ﬂ%@yja laidrasdudaninu aw e neddula lu
\A3TIEsEUUAITAUWATRILSINeUIagNes tnaiinvia lddnazdieisnisla 4 A

U8 e, WUNTEVIINITIUNIN Y1aN8 Y3V ITSEUUANTAUNAYRINUIENUABINEAYEIN

daufl @ MIVIMITANTAUNTINEG (Assets Management)

fo men. flinusodlidnlulugudufuinistoyadidnnsetind (Data Center vnefis anui
flddmsuiadaniosnoufinneiuiteuas/ viegunsaiusmsdnnianedets) filuwameilas
HAA LTULALASUaUINANEARATEUY

Yo o, flinudodhigunsaivietudndasoninios finsaotisneuinnes
wrazlnSUBuIRNARLATEUY

fo me. fldnusodhiiuniodls wiegunsaidula Weudiatetneiiiensusznaugsiadau
UAAA

fo o, fléensodiidnasnuiovhduunilideyaiiffvansiiunislinu neuldfueyain
wazildaudedllld vieauuiudeyavesidu ldinsdla 4

®O0
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19 ael. {lFURRa1eTeyad1Anylugunsaldetuiinteya uiludeya naunzi1dn
aunsalfisnan wagldweialunisaunseleudeyarivuudeyanimnuddylugUnsaidmsuiaiu

Toyanauiazeugaligauiigunsaitululdnuse welesiuldlviinsdieyadidyuastoya
aglunizdadseanisiinddned@slufidnsunlauasiansunisnsiatedeyauuideduiinteya

De

LAAZUSELAN A9l

Usztandetuiintoya WAy
N3¥ANY lgnsiusignIasiwyinanglenans
Flash Drive - imsvihanedeyauu Flash Drive anaiunnsg1u DOD

&oloo oo M U93nszNyInaIlnuansgersn Jau
wnsgIuMsThaedeyalagnsliswivdeyafiuvaigseu

- L8 nsnunseuniidene

Wiy CD/DVD lgn1siusienIasiuyinangLenans
Y lFBnsnunseualiidenng ¥3ain 1a1e
gnindan - ldmsvihaedeyauuensasannuansgy DOD

Fobo.blb M 10INTENTINaMNEnsgelEni Juy
WnsgIUMTTaedeyalagnsliswivdeyaiuviatgseu

- l938nsnunseuniidene

fo . FlinuiiniidessuiaveusedunindAmisssnuueulilldnuaioundady
dunsndvesglamies Tnsussasens@uning (Asset lists) ifl¥nudesiuiingeu mssuvdedu
Auning awgniufinuazamvasunnasalpedmihfiimiasnuseumane

fo e, fldarudedlalligBuduauning bidlunsdla q uudnmsduduldsumsoydadu
angdnvaldnwsIINIvneny

Yo o. n3dihauuenanuigldnudenuanarsuiavevdunindveanirpanudlasu
UBUNUY

1o <o. {lFnuiintiidesualdandomeldimindautuazersn viogamionuyad
yingAu mnanudemetiufiaananulssavveadlda

fo <o. flinuiiavsliauninduassruumsaumnana o fmhsnudaeSeul o e
fnguszasdiiionsldnuresmisnuwiniy vudligldauihauinduarssuvasaunasig q
Tul¥luRenssuimhsnulildfmun weviliAsmnuidemeselsimeuiagnes

To <o udenisla 9 MiAnannsazifianiude o deiduauiadiuynaalae

Al nusesTuRnyeuisndeeTAndY
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dauil & nsadugunsiiniaaTatng (Network Access Control)
U8 €& WININITAIUANNISLEI-D8N NBIAIUANTEUULATEUY
(o) fAnsionmisnunuenynau fenhnsasiuiindeyaaduayadudin aud
seuliluenans “duiinmsidneenyiosniunuseuuAzeYIe”
() {fAnsoanmitsaunisuen Aigunsaineufinnes niegunsalildlunis

U URnunUianuiveniuaussuuaiedy fesasuiinsenisaunsal lukuunesunisve
Y

augaieenaunseybluenans “GuiinmsidnesnvissmuAusyuuiasetie” gndestniau

(n) HAKATTUU ABINTIIFBUAINYNABIVBITRY A bUALATUAN LuuNasuNITUE
sy nneaniesmuAuszuueseveuUsedmniiou
fo e¢. fldnuaztiiaiosnoufinmes gunsalundousetuinissnoufinmes ssuuieietie
yoahenu FedldsuaygnannimimhsnuuasdefoRmulsnsilaoiasnin Taofldou
Fosnsenuuuledy “msveidouseinietie”
Yo <o. Maveounwlduitudl Web Server Folaiugos (Sub Domain Name) fivithgsy

Suiinyeuey Azdewimilsdeveauymseiintmyigay wazdzdedifanslusunsule q Ndwa

a

N3ENUADNIINTLINVBITEUULAEHLTIUDY 9

I '
a U a

18 <. VU lansznIsiaugne Andaiuiiunieninisla 4 degunsaldiunans laun

[ v

unsaldnduna (Router) gunsalnszanednanadeya (Switch) gunsaifidousefuszuuiaiete
wantagldldsuauginandauassuy
Yo <. fouaszuy fosmuaunsiinfszuuiaiets Weudmsiamssvuuiedevieldegng

fiusvavdnm feeluid

(o) Fosdrindns msldauiemuguilénuliamsaldauenzszuunietied
¢Sueyaawinu

() Fosdrimdunsnsdndsssuueioriefinisldausutu

(o) FosinAnnslfidumsuaTorsannieesneniumesludaunissnoufinmesusl
Prefiolilifldnuamsaliidunsdu q 1¢

(@) syuUAseT et avemhsnuiinmsdeudelufsyuuetetesy 5 A1EUDN
misnudendeusoriugUnaaidestunsynn sawsdesiiaruannsalunsasadulsunsy
Uszasrsie (Malware) ane

(&) ‘ﬁz‘UULﬂ?ﬁ]éll"lEJﬁaﬂﬁﬂmgﬂixuuGI’i’Jﬁ]ﬁ]yUﬂ’ﬁUqﬂiﬂ (Intrusion Prevention
System/Intrusion Detection System) ilensiageunsidsuvasynnaidildnussuunetieves
mheguludnuuiinund

3 o t4 =

(o) nMsigsruuaserienglumiieau lagiunessuudumesidndnlunedl

Y %

n15aedui N ldau (Login) Insuanssianuaied o iy wagdaedn1sngadduduiiny
Authentication) megn1sldsiian1u litenTIdeUANYNABIYRIRlFIUNBUYNATS

o
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(o) Hoatlosiuilvivingnuneueniiieuseanunsouesiiu IP Address neluves
JEUUATEUENEIUTBIMIENY

(@) Fosdnrhunuiasyuuaietng (Network Diagram) Sfiswazidunisfuvouius
vossvuLeatanglunazieietieneuen uazgunaaiing q nieutasuusdliiutlagiuegiaue

() NMI5TYRUNTAIVLAT DY

- {quaszuufinsifuiydnisveid oudeiniede laun 518 edvelduinig
Twaiden inTesnouiinmeifivelduinis IP Address uwaraniuiiinds

- gunsaifithuideuseazld$unaneiay IP Address anufi Anvuslag uaszuy
A58

AuasEUUARIAnEldnuRamnsaldounsaila

ey

=

- nsdlgunsaliifimsidenseainiaietienisuen desiinsseymneiavgunsaliy
ansaidendetuinietnensluldvieliaansnidousels
- gunsalinTetnefesanunsonIaey IP Address vasvisuyakazanevdls
- ifvelduimsdesnsonuuunesy “n1sverdousein3ons” AinauausiaL
EVISANARSANTTUA
- madldugunsaivueietnefesimsfigadimunnadailégunsal
(00) Amusszaznaldnudiegluszuuinietigliesnainszuuiadetiede iy
ennmsldnudunainu
{0 ew. fauaszuu fesusmsmunuialasnouinmesustne (Server) uazsuiinwoulunns
uaszuURoNmesuitne (Serven) Tumsimuaudly violdsuniasmdng 4 vessendaiszuy
(Systems Software)
{0 ¢o. Mafindavidousulswendiavessruunudesdinveayiifnngquaszuuliiags
nouAniung
{0 €o. Avusliiinisdaiuesaldn lausis wasionansdmsurensiasvesszuuny Bily
anuiifienusiunsasnde
fo . M3daivdayansnasmnsuiimes (Log) iitelideyaasiasmnsuimes i
ANYNFBILaTANNTATTY ARy ARAlAMINLUINTG WE.U. 1den1TnszYiiALAaLA B2y
ABUNINBS N.A. b&oo
fo &n. Auumasmsmuaumsldnuszuuinieteuaziaissneuinesuite (Server)
mngldnunisusnmizenu iWeguasnvaulasnsevesszuu muwumsfiRdeelui
(@) YAAaIINENUMEUeniidosnsanslumaiildnussuuadotisuasiades
Aoufialmosuidg (Serven) vomnhpnuazdesindesvesygaiduaednualsnus ievesygn
PNTFmTENY
(©) TnsmuaNgams (Port) ldlunsidhgssuuegnadany

G
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() 3Bnsla  Fannsathgieya vieszuudeyaldansyeylnasedldiunisoygin
NI
(@ nadngszuuannszeglna gldnudesanmangiu ssywanaioaudnluly
nsaiuuiurnilsauegiivme
(@ nsvindszuuaseviengluiagssuvansaumeluniignuainsseglnanod
nsastudi it ldau (Login) Tnsuanssiinused of 19w wagdoadnsigaddududnu
(Authentication) faensldsvarin ilensaaaounnugniesasgldnureunnads
Yo ee. fvuslifinisudausniatede drelud
(@) Internet wushonaIoUuLdulAS 8L 0E 9 MUDIATTAS 9 Lﬁammumi
dhdunsevielaslilasuouyn
() Intranet wiaedetnenelunaziaietioneuen Wemasadelunslday
sruvasaumeangly
Yo ee. fvuamstlaafuiaietisuazgunsaling o Mideusofuszuuinerisegadiay
LATFOWUTIUNIITTUAAT Parameter e 9 1y IP Address egtioelar o ASs wonanil
msfuaudluvierdeuntasdn Parameter fasudsyaraiifedadliiunsiunnass
o ¢o. svuuimsetienanueiinisdeuselUfiszuuinietiedy 4 ameusnnuisuios
JousorugUnsniUeatunisyngnuielsunsulunism 1 Packet Filtering 19y nsldlnsead
(Firewall) Wiegnsaursau o saursdasiinruaninsalumsasiadudanas (Malware) #ae
fio @w. Fosfimsfndsszuunsiadumsynn (IPS/IDS) lemsaaasunislénuvesyanaiivin
THuszuuindetnevemieau ludnvuziiaund Tnsfinnsmsiadeunisyngnimuszuuieietie
nsldanuludnuagiiiaund waznsuflaasuntasszuuiaietie lnsyanadilsfidrunaniii
Aetes
10 &w. IP Address F93szUMUATOR N Elud nTudelinstosiuilimhenunieusn
fdeusioanusausadiuld efunstestuliliyrranesusnanunsaiteyaiieniulasaiaves
sruunsvIelalaedny
fo e Msldiadeailenn 9 (Tools) iilonsniaseusruLIovIsseldfunseuiAan
Hauaszuuuaziriamsldauameingisndy

olcd
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daufl o N13AUANNISIINANTEUUUURNNS (Operating System Access Control)

U9 'po. HALATEUY Aasmruamsameleuyaainsivdveshenu (aeuflianmude <)
Tumslfrumuausidy nuttumewljiRdmiunsenidnandnisldeu (asufiinute eo)
19U Msaneen emsiasusumisounelumiieny Wus

Y9 wo. fuatunounsUfifdedldny

(o) fldnuosmuasiarulunsldnueiosnonfinmesisuiiavey

(o) M&INTTULAARIATY Aoafsruuuimsdanissiaru Aanursarauds
TnounFedmavhailudnuassaluifdudedensidsusiaiuasdouilignimual fFusy
faurmoufunshndessuulaeiud

(o) Gldugoadsamsldnulusunsunueuntiae (Screen Saver) Lilayhnisdon
uthaenmiiolifinisldou vimndudesesnisldon fldmudeddsiaiiu (Password) titowdld
U

(@ foumadnldszuudiiRmsdonhmsasiufindldan Login) ynass

(@ Fldnudedaioyanalifduliderdldsm (Usemame) wazswanitu (Password)
yosmilumadildnuiniosneuinnesvesinsnus i

() fldnuganihnmsasiufinesn (Logout) ufiileidnldnunselsisginthaeidu
AU

(o) Wandpmsoldarulusunsuuszinmn Peer-to-Peer ialusunsuiifiannandes iy
wvzlAsuaU IMANAARATEUY

() wordwrsilsameunagresld favavdgldauaunsaveldanuldaumihiag
Fudu wariulililFowhmsfadadelfiusenduidulailifdvdvimnnsany dedndu
ANURAdILUARS JlYUS R ULINgLAe

() woviwsTlsmeuiagnes dawioaliligldou ferdudedndy Fudligldan
vhmsfins nenneu Wasuklas uily vievhdwu dWetllFnuiivy

(@0) Taldmsnensynussianiiduvedsmeuiagneaiiovszlevinanisin

(00) Wngldsuinaueteyaiidanguune aziindvans wansdoninuguniml
winzay visedasefasssy nsdlildnuaiaiunavuaietisnouiines

(o) MUFITNUTDINUIBU ATUANABUNUABINTBTTUUAITAUNANIEUDN 1nY
Llasvaumansimtmiieany

18 vlo. N1378YuazdududInuves 1991u (User Identification and Authentication)
Amualiildauuansiimudiedodldeu uazdesiinsfigaidususimudionisldsianu iile
n3apuaTmgnisaslfnudeunnads lasufiRnuuumaiidmualilude oo

U0 om. NM5FNULUSINIUUTELANYTAR (Use of System Utilities) Asdnfinuazaiuaunisly

' v
o w A a I

wsulUsunsumeuiinesndAy esnnisidaulisunsugAdauissiia

o

U TUswnsugAaa

o&
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anusavi i ldnanideanasnistesiunisuanuduaslasndevesssuula iedesiunisasidia

= a A o U al vo Y A aAa 1y Yo a o &
‘Viia‘ﬁaﬂLaEN@J']miﬂ'ﬁﬂ'l']m&lu@ﬁﬂa@ﬂﬂﬂ%lﬂﬂ']ﬁu@l’l%i@ﬂ/m@%ua'} IV@WLUUﬂWs PNU

(@) NsldaulusunsugRfadealasuniseusiiandguaseuu wagdoadnisiiaall

1% '
LY o aad =

gudusnudmiunisinluldaulusunsugiian iedndnuazaiuaunisldany

Y
[

() Wsunsughiannuunldanusesiaziiindvdns

¥
aad

(o) FosdnAULUsWNSHENERDBNIINONARISHMTUTTULNU

a

(@ fimsiadvigilasueynelildanlusunsugiaa
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